
Don’t talk to people you
don’t know in real life.
Confirm that someone is
who they say they are by
asking a personal detail.
Never agree to meet
someone from the internet.
Be cautious of fake profiles
and online predators.
Block and report suspicious
accounts and contacts.
Never send risky pictures to
anyone.

Protect
Personal
Information

Never share your full
name, address, phone
number, name of your
school, or passwords
online.
Keep social media
accounts private.
Use a strong password
and never share it with
friends.
Decline optional cookies.

Strangers
are NOT
friends

No Online
Bullying

If someone is mean or
threatening, don’t
respond—block and
report them.
Always tell a trusted adult
if you feel uncomfortable
or unsafe.
Don’t be a bully—treat
others with kindness and
respect.
Never say or send
something in writing that
you wouldn’t want your
parents, your family, your
friends and your school to
see.Social Media

is Risky
Think before you post—
once it’s online, it’s hard to
delete.
Do not post personal or
embarrassing photos of
yourself and others.
Understand the risks of
popular apps and their
privacy settings. Review
these together with your
parents.
Do not accept friend
requests from strangers
Report and block if
needed.
If something online makes
you uncomfortable, tell a
parent, teacher, or another
trusted adult.
Learn how to report
content that makes you
feel bad on platforms like
YouTube, TikTok, Snap
Chat and Instagram.

If it’s too
good to be
true....

Don’t click on suspicious
links or emails from
unknown senders.
Learn what clickbait is
and how to avoid clicking
on tempting sites.
Avoid downloading files or
apps from untrusted
sources.
Never install extensions
without permission.
If an offer seems too good
to be true, it probably is a
scam, like winning a free
ipad!

Protect Your
Privacy

Turn off location sharing
in social media and
gaming apps. For
Snapchat, use Ghost
Mode.
Don’t upload your own
picture to create a profile. 
Be mindful of apps that
request access to your
camera, microphone, or
location. Ask a parent
BEFORE allowing this.
Adhere to parental
controls!
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